PS R Protective Security
Requirements

DEVELOPING AGENCY ALERT LEVELS
A GOOD PRACTICE GUIDE

Introduction

The Protective Security Requirements (PSR) requires agenciesd¢orhave plans and protocols in
place so they can move to heightened security levels in case’of emergenty or increased threat
(PHYSEC 7). This good practice guide—provides advice, t@ assist-agencies with this process.

Mandatory requirement PHYSEC 7

Agencies must develop plans and protocols to mgve up te’heightened security levels in case of
emergency and increased threat. The New-Zealand, Gowernment may direct its agencies to
implement heightened security levels.

Audiences

e New Zealand goverament.S€curity management staff.
e Contractors providing protective security advice and services to government agencies.

e Any otherody or p€rson responsible for the security of New Zealand people,
informatiomor assets:

Scope

This guide provideS)best practice advice to agency staff. Specific controls and risk mitigation
measures used/hy agencies should be based on the requirements of legislation or the PSR and
supporting proteedls and guidelines, whichever is the higher.

This guide,supports the implementation of the Protect Security Requirements (PSR).

Inparticular they support:

e physical security management protocol

e security Zones and risk mitigation control measures

e physical security of ICT equipment, systems and facilities

e Dbusiness impact levels.



http://protectivesecurity.govt.nz/home/physical-security-management-protocol/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/security-zones-and-risk-mitigation-control-measures/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/physical-security-of-ict-equipment-systems-and-facilities/
http://protectivesecurity.govt.nz/home/physical-security-management-protocol/physical-security-of-ict-equipment-systems-and-facilities/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/business-impact-levels/

Approach

Agencies should integrate the preparation of their alert levels with other protective security policies,
plans and procedures. Also refer to: Developing agency protective security policies, plans and

procedures.

Why develop an alert level system?

An alert level system is one of an agency’s protective security procedures. It provides employees
with information about the measures used by an agency to mitigate risks in the effect of
emergency situations and or heightened threat levels. Alert levels are an easily understood and
scalable method of implementing controls appropriate to the type of incident. Applying controls
quickly when you are forewarned of a possible incident, or during an incident greatly increase
your ability to protect your people, information, and assets. %

Alert levels should take an ‘all hazards’ approach as physical and environmental threats ymay have
the same, or greater, impact on an agency’s ability to function as trad|t| al secu |t eats.

A system that follows an all hazards approach aims to include all typ@f th%g irrespective of
origin, and generate a balanced response.

Sources of information used to determine aI@Q( éé/

The source of agency physical security risks may be c rls\&j to three areas:

e Event —an event is an important happ %0 [ impacting on the agency’s ability
to function. Examples include a we eve 12\ storm) or an emergency event (e.g.

earthquake).
e Threat — a declared intent and mblllty Q'ﬂ'ct harm on agency staff or property.

e Activity — an activity is an ac: more people likely to have a negative impact
on physical security (e. g |v occupation or attempted occupation, filming in

the vicinity of premlses

If an agency’s protective se are damaged or breached by an event or activity, or
there is reliable ewdence ppo reat, then the response might necessitate an escalation of
the agency alert IeveI

Information that maQe dr@oo?] in determining an alert level includes, but is not limited to:

¢ the National Q‘evel
e agency ive security risk reviews
e natio &t assessment advice
. I|ce advice
tService advice
agency security incident reports

e media reports, or

o staff incident reports.


http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/developing-agency-protective-security-policies-plans-and-procedures/
http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/developing-agency-protective-security-policies-plans-and-procedures/

Implementing appropriate alert levels based on risks

Protective security measures should mitigate the risks to agency personnel, information and assets
as well as provide assurance in relation to information and asset sharing arrangements. Alert
levels allow agencies to scale the controls used to mitigate threats as the risks increase or
decrease.

Agency specific alert levels should be based on possible sources of risk to the agency’s physical
security identified in the agency security risk assessment. The number of alert levels an agency
needs will be determined by their risk sources and operating environment.

Inappropriate design or selection of alert levels can lead to over-protection or under-protection Q@
people, information and assets. \/

Over-protection @%

Over-protection is costly, inefficient and can be an obstacle to agency operations. rotection
is often caused by:

e personal interpretation of the level of harm possible fron@isb&%%/o!r
S

¢ not having sufficient levels to allow staged escalation@ asuresséppropriate to the

increase in risk. % \b
S

Under-protection can impact personal safety, a@@ll )%)\mation and asset security. Agency
alert level guides should include guidance se%at riskysources requiring an increase in alert level
are readily identified. The increase in algttle elﬁ also be easily implemented.

QY <
\%Q/

Under-protection



Developing an agency alert level guide

Figure 1—Alert level guide development process
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Consultation

Internal agency consultation

An agency risk assessment process should include consultation to determine the criticality of
agency operationg’and assets, including people, information and physical assets, using a business
impact level assessSment. This should include consultation on the agency alert level guide.

Business areas\should:

¢ . know the business impact resulting from disruption to their operations, harm to their

people or compromise, or loss of information or assets,

» Dbe able to identify when the business impact level may change due to changes in the

asset’s importance, for example at the conclusion of a project.

See the Business impact levels.

Each facility within an agency may have their own unique security risks. These risks may also be
different for individual work areas within a facility. Agency security management personnel should

work with:

¢ local managers responsible for the facility,


http://protectivesecurity.govt.nz/home/protective-security-governance-requirements/business-impact-levels/

e agency business continuity, disaster recovery and risk management personnel
to identify the key physical security risks likely to impact the site in events, threats or
activities.

Agencies may also use their security and operational risk registers to identify potential sources of
risk and the impact of these risks.

Inter-agency and partner consultation

When an agency works with other partners, on projects or co locations, it should consider the
business impact levels of the collaborative work. Consideration for other risk factors unique to the
other agencies must be made, and assess how they may affect business continuity in partnershig.

Number of alert levels \/

The number of alert levels for each agency will depend on operational requirements an@cted

changes in risk sources. The starting or base level for an agency or facility will dep @ the type
of agency!/ facility, operational role and known risk levels.

The following example alert levels at Annex A consist of four Ievels:@ Q/Q

V. 5

- Applies where there is little likelihood of an ev usi %Arm to the agency or
agency facilities.

- Security measures in place meet noer/igfnaI@gtional requirements.

e Medium

- Applies when an event, geneﬁa\thre@hysical activity likely to cause harm might

occur. There is no specifj W& ed to the agency or agency facilities.

- Any security measure ed aintainable indefinitely, with minimal impact to

the organisations 9@5@ n%
e High Q
- Applies when ?\ en t, or physical activity likely to cause harm is expected
g

to occur to en@ any agency facility.

- Any u@v m Qres applied are maintainable for lengthy periods, without causing

und staff, effecting operational capability, or aggravating relationships

ards
with th I(@~ munity.
° Extreme

- Appli en an event, threat, or physical activity likely to cause significant harm is
i&/ t or has occurred to the agency or agency facility.
- S

ecurity measures applied will not be maintainable for lengthy periods and may
ause hardship to staff, affect operational capability, or aggravate relationships with

0& the local community.
O

The™National Alert levels table at Annex B is a further example of alert levels that agencies may
consider adopting. The National Alert Levels may not be suitable for all agencies; each agency
must determine the number of levels that will be appropriate for their organisation or facility. The
National Alert Levels definitions relate to terrorism and violent criminal behaviour and do not reflect
the All Hazards approach that should be considered by agencies.



Control Measures

The controls required are determined by the assessment of the risk sources and operational
requirements for each facility. There are a number of generic options that may be considered in
dealing with controls at each alert level, an example of Operational Alert Level Controls can be
seen at Annex C.

Agency security management staff working with the local area managers, and in consultation with
the agency risk managers, should develop procedures specific to the facility and the source.

Implementing alert levels

Agencies should actively monitor their risk environment and change (increase or decrease) the;&
alert level to meet any changes to the risks.

Communicating information about Alert Levels Q/%

Agencies should develop a communication plan around the alert levels. The pla@uld

consider Q_
e audience —Who needs to know about the alert and what hey é(o know. There may

be different communication required depending on the nc@ or management, staff,
security staff)
e message —what is the message you want to dir ou ience (a clear, concise , and

e method — or the means by which you will e message. This will depend on

unambiguous statement identifying the |ssue§n eta ingythe actions required),
the available technology and preferenc e ient of the message.

The strategy should clearly identify who is,responsi r determining the alert level (this may be
different for each level and at each facility)., The,c unications plan should also clearly identify
any specific roles or responsibilities ki&) er ifions as well as all employees.

The assistance of the agency c@mw@ team should be sought when developing the
communications plan. ?\

Annex A contains exa IerQ posters.

Annex B contains tQNati% ert Level Table

! See HB167:2006 Security risk management. The handbook suggests a tool IRACI (Intervention,
Responsibility, Accountability, Consult and Inform) can help to determine who needs to be involved in
developing the strategy.



Review and update of alert level procedures
Review and update of alert level procedures
Agencies should review their alert level procedures:

¢ when they undertake new projects
e as the risk environment changes

o after a significant incident impacting on the agency’s ability to operate, or
e atleast every two years. ,&
The agency should review and practice the activation procedures for the alert levels as We%s e

controls used for each level. The review will enable agencies to identify any gaps in thei
levels and update their alert levels guide. C)

Agencies should consider undertaking a debrief after every alert level dﬂ}n’ges volves an
increase to your agencies documented alert level at the high or extre®e dQ/ ebrief should

consider: Q %
&

e why the alert level change was initiated

¢ what activity and actions were undertaken far ale»® | change,

0 alert level procedures and

 how the alert level change was initiated ?\ \b
2
e

¢ what and where, if any, improvements
communications

AN
Such reviews should be used to impro% e p&xres around alerts.
NN
O O



Example Alert Level Posters only Annex A

Example event, threat, or activity Measures

Event: All measures applied underthis-alert
a MetService and Geonet routinely level are to be capable of being
TR S checked - no environmental impacts maintained indefinitely.
considered likely. Staff.are reminded.about
ST seeurity and-alert issues.
A terrorist attack is assessed as Operationalsecurity and
@ unlikely. emergeney plans and
procedures are reviewed (at
Activity: least once per year).
General concerns around criminal Awareness training activities are
“; activity such as vandalism or theft exist initiated.

but no significant impact to business
and staff expected.



MEDIUM

Applies when an event, general threat, or physical activity likely to cause harm might

occur. There is no specific threat directed at the agency or to any of its facilities.

Example event, threat, or activity Measures

All measures applied under this alert level are to be capable of being maintained h@ itely.

Event: A\

» A general storm or Tsunami warning > Staf@ usual activities
9 is issued by the MetService for the rt them to.
HETR S general area. % ational plans and

S are up to date.

» A terrorist attack is assessed as
@ feasible and could well occur but n

Threat: @?\

ergency awareness
essages are issued.

specific threat is known. \2\ > Staff and emergency control
4 & personnel are trained and alert to
Activity: Q‘ local emergency events.

> An unannounced prote %CU@E uld » Annual review of security, threat and
“; occur against the ises b disaster recovery plans.
groups or an m



HIGH

Applies when an event, threat, or physical activity expected to cause harm is
likely to occur to the agency or its facilities.

Example event, threat, or activity

Measures

The measures used under this alert are to be capable of being maintained for lengthy.periods
without causing undue hardship, affecting operational capability, or aggravating.relations with the
local community.

&

Event:

An extreme weather event or
Tsunami warning is issued by the
MetService for the area; a fire alarm has
been activated for an unknown reason.

Threat:

An assessment exists that a terrorist
attack is feasible and could well.oceur to
the agency; a suspicious mail<itém is
received in the mail.

Activity:
A known-protest activity is to occur
neapor against theragency’s premises by

groups or afuingividual but no acts of
violence@reanticipated.

LOW/ MEDIUM measures are in place.

Warning lights may be in
operation for limited periods.

Emergency Control personnel are
alerted and emergency procedures
deployed where required.

Staff are notified of the change in alert
level.

Additional screening procedures are in
place and/or visitor restrictions
including possibility no visitors are
allowed and vehicles subject to
inspections or limited access.

Alternative business operation
strategies are considered where an
assessment of the situation finds
the measures are to be maintained
for lengthy periods of time.



Extreme

Applies when an event, threat, or physical activity likely to cause significant harm is

imminent or has occurred to the agency or its facilities.

Example event, threat, or activity

Measures

The measures used under this alert will create hardship and affect the activities and personnel in
the location. These conditions are unlikely to be sustainable over the long term withodthaving an
impact on business.

Normally, this condition will be declared as a localised response but.it may have implications for

other agency premises depending upon the type of incident.

a
HATR o

S

&

Event:

» An extreme weather event or
Tsunami is occurring or has occurred
that is directly impacting on the agency
and staff; a fire alarm has been activated
for a fire or emergency event and
involves the evacuation of staff.

Threat:

» An assessment exists that a ‘terrorist
attack is imminentsand could’well occur
to the agency or has occurred.

» The agency receives a bomb threat.

Actiyity:
» Protest.activities are occurring near
or againstthe agencies premises by

groups.or an individual and acts of
viglence are anticipated or underway.

LOW/MEDIUM and HIGH
measures are in place.

Bremises and surrounding areas are
locked down; no visitors are allowed
and vehicles are subject to inspections
and limited access.

Mail and other delivery suspended.

Critical, security and emergency
control staff on alert or deployed.
Frequent communication with staff.
Plans under constant review to

returning alert to HIGH or LOW/
MEDIUM level.



National Threat level Table

Annex B

Threat level Definition

Qualitative Statement

Terrorist attack, or violent criminal behaviour, or
violent protest activity is assessed as very unlikely

Negligible

Remote / Highly Unlikely

Terrorist attack, or violent criminal behaviour, or
violent protest activity is assessed as unlikely.

Improbahle / Unlikely

Terrorist attack, or violent criminal behaviouf ,,0Or
violent protest activity is assessed as possibleybut
is not expected.

Realistic Possibility

Terrorist attack, or violent crimipal*eehaviour-0r
violent protest activity is assesset, &s feasible and
Medium could well pcéur.

Probable / Likely

Terrorist attack, or wolént ctiminal behaviour, or

High violent protest activityds asSessed as likely.

Highly / Very Probable /
Likely

Terrerist.attack, ‘erviolent criminal behaviour, or
VIOIENT pretest activity is expected imminently.

Almost Certain




Alert Levels Operational Table (Example only)

Annex C

Q

Example Trigger Mail/ .
Alert P 99 . N Business

Event, Threat, or Doors Visitors Contractors Staff lice Guards
Level o R | Impact

Activity Deliveries
~X/
Normal Normal As per visitor policy As per contractor As per policy Normal awareness \\.) Not required Normal normal
operation policy 4 A operation
N @,

Medium

expected/currently a protest
or demonstration

Violent protest in the area
Non specific bomb threat
Increased weather risk

Threat of harm to staff

Doors put
into night
modefall
doors require

access card.

No ‘non essential’
visitors. Effectively no
visitors (but in certain
circumstances a known
visitor or conference
may be the cause for
activity)

\/
No non essential d A
¢ Jlaidd
Only security
related contr&vs Q~
in ord@vﬁnain \>
sﬂ ctiogs.

contractors.

} o Staff advised to be alert and
ready to change plans at
if necessary

short notice

when coming/leaving.

Police advised
may be required
depending on

event

Guard at main

door

Permanent
CCTV

monitoring.

no visitors,
minimal
impact to
normal

operation






